DEPARTHANY OF DEFENSE

: PPLY TO ALL SECURITY ASPECTS OF THIS
~NTR R ! N SPECI A
TRACT SECURITY CLASS F'CAT‘O s EC FICATION EFFORT. THE FACILITY CLEARANCE REQUIRED (8! SECRET
3 CONTRACT NUMBER OR OTHER é. 5. . .
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE pogp THIS SPECIFICATION t5: 2
15 FOR: (Prime contracts must be ahown COMPLETED (See “NOTE’ below. [fitem bor c is *x'd",
for all subcantracts) {Estimeted) « &lmo enter date for item &)
a. . a8, PRIME CONTRACT NUMBER a., a. - DATE
PRIME CONTRACT 30 Sép 83 X ORIGINAL (Compiete
] date in all coses)
E. SUBCONTRACT(Use item [b. FIRST TIER SUBCONTRACT NO. b, b REVISED REVISION |DATE
13 for subcontracting . . (lupernedel NO.
beyeond second tier) ' . EDGC!?ICaﬂonJ)
¢ REQUEST FOR BID, Co IDENTIFICATION NUMBER ¢, DUE DATE <. CATE
REGUEST FOR RROPOSAL FiNaL .
O/ REGQ FOR QUOTATION .
i this a follow-on comtract? [_Jves [ XNe. If YES, complete the following:
&, ‘ b. ¢. Accountability Jor classified materisl on preceding contract

PRECEDINRG CONTRACT NUMBRER DATE COMPLETED

T1s  [CJis not, transferred to this follow-on contract,

Rame, Addreas & Zip Code of Prime Contracior * b, FSC Number c. Name, Address & Zip Code of Cognizant Security Office
RI. International . : DCASR, Los Angeles, ATIN:Directorate
33 Ravenswood Ave : - - of Industrial Security,11099 LaCiepg
enlo Park, CA 94025 _ Blvd, Los Angeles, CA 90045 i
Name, Address & Zip Code of First Tier Subcoritractor . b. FSC Number c. Name, Address & Zip Code of Cognizant Security Office :
/A - '

MNeme, Address & Zip Code of Second Tier Subcontrsctior, or b. FSC Number c. Neme, Address & Zip Code of Cognizant Security Office
facility asxswcised with JFB, RFP OR RFQ *

/a

When sctusl performance is st & Jocstion other than that specified, identify such other location in Jtem 15, -

m.. General identification of the Procuremen for which this specification upplies ) b. DoDAAD Number of Procuring Activity
: . : . identified in Jtem 16d.

ntelligence Study/Analysis

" Are there additional security requirements establizshed in sccordsnce with paragraph J-114 or 1-115, 1SR?  [J).Yes mh\o. 1f YES, identlfy the
periinent contrectual documents in ltem 15.

Are eny elements of this contraft outside the inspection responsibility of the cognizant security office? [ yeq ZRo. I YES, explain in
Jtem 15 and identify specific sress or elements.
1. ACCESS REQUIREMENTS ) YES | NC ACCESS REQUIREMENTS (Confinued) YES | NO
_ " Access to Classified Informstion Only at other j. _#ccess to SENSITIVE COMPARTMENTED INFORMATION.
contractor/Government activities. X k. Access 10 other Special Accexs Program tn(ormnlion .
} (Specity in item 15 : X
Receipt of classified documents or other material Y - —
{6} refhrence nnly (nu generstion). X 1. Access to U. 8. clessified information outside the U. S,
Panams Canal Zone, Puerto Rico, U. S. Possessions X
-Receipt and genernmcn of classified documems end Trust Territories.
t . : .
or e helmn\erul . X ;) m. - Defense Documentation Center or Defense information
Fabricstion/Modificetion/Storage of classified hardware, Analysis Center Services may be requeeted. ! X
. Graphic srts services only. n, Classified ADP processing will be involved, . X

. Access to IPO informetion.
.. Access to RESTRICTED DATA.

.. Accews to classified COMSEC informetion.

©. REMARKS:

]
el il ol -l ol

. Cryptogrephic Access Authorization required.

2.. Refer gll questions pertaining to contrect security clessification specification to the official named below (NORMALLY, thru ACQO (item 16e);
EMERGENCY, direct with writlien record of Inquiry and response to ACQ) (thru prime contractor for subcontracts). .

. The classification guidance contzined in this specification and sttachments referenced herein is complete and sdeguate,

., Typed name, title and slgnmure of program/project mannger or other ’ c. Activity name, nddress, Zip Code, telephone number and office symbol
designaved officiul

ROBERT J. JACHIM .
LTC GS .

TE: Onginel Specification (ltem Sa) is authority jor contrecfors to mark clessified Information. Revised and Finel Specilications (ltems 5b and c) bre
suthority lor cantraczcn to remark the regreded clesaified information. Such actions by contraciors shall be 1aken in accordance with the provisions

of the fndustria 5w 5 I
0045-56

FORK :
DD | an 76 254 EDITION OF 1 APR 7115 OBSOLETE. ALSO REPLACES DD FORM 256c WHICH 1S OBSOLETE . .
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=. Informition perisining to clsssified contracts or projects, even though such informetiion is coneidered uncisssified. shell ndt be relessed for public
disseminstion excep! as provided by the Industrial Security Manus) (peregraph 5o and Appendix 1X),

om0

Proposeo public releases shall be submitted for xpproval prior w relesse |7 ] Direet [T ) Through (Specify):

L]

ublic release is not authorized.
to the Direciorste For Freedom of Information and Sec ity Keview, Office of the Assistant Secretary of Defense (Pubiic Aflaire) © for review in
accordance with parxgraph So of the Industrial Security Manual.

® In the cese of non-DoD User Agenciet, see footnole, naragraph 50, Industrial Security Manual.

- Secwity Clussification Specificetions for this xolicitetion/éontract are identified below (*'X* eppliceble box(es) snd supply atlachments a8s required),
Any rarretive or classificetion guide(s) furnished xhall be snnotsied or have information appended to clesrly and precisely identify each element of
information which requires & classificstion. When s classification guide is utilized, that portion of the guide(s) pertaining 10 the specific contractinal
elfort may be extracted und furnished the contractor. When a total guide(s) is utilized, each individusl portion of the guide(s) which pertging to the
contreciual effort shell be clearly identified in Jiem J4b, The fonowmg informnuon must be provided for each item of clessified information jdentified
in &n extrec: or guide:

(I) Caregory of classification, (1I) Date or event for declassification or review for decleasilication, and (III) The date or avent for downgreding
(7t applicable). . .

The official named in Item 12b, is responsible for furnishing the contractor coples of all guides snd changes thereto that are mede a part of this
specificstion. Classified informmion may be stisched or furnished under separste cover,

C—'] 8. A completed n-rrnllve is (1) D lnnched or (2) @ \r-nnmiued mdcr ;cp-rnc cover and mnde » pm of this tpeciﬂc.“on

T b. The following classification guide(s) is made s pert of this specification and is.(1) [ stipched, or (2) @ transmitied under separate
cover. (List guides under ltem 15 or in an atiechmeni by titie, relerence number and date),

[Cic. Service-type coniraci/subcontract. (Specify instructions in eccordance with [SR/ISM, es appropriste.).

T . *X™ only if this is s finsl specificmion and Jtem 6 is & *'NO*" snswer. In response to the contractor's request dated .

retention of the identified clussified material is suthorized for » period of

§ Je. Annual review of this DD Form 254 is reguirec. Jf **X°¢"’, provide date such review iz due:

5. Remarks (Whenever possible, illustrate proper classification, declassilication, and il applicable, downgraging instructions).

.. All contractor personnel to be granted access to classified information re-
_eased or generated under this contract must be US citizens granted a final
SECRET clearance by the government prior to being given access.

5. Unclassgsified information released or generated under this contract shall be
zestricted in its dissemination to contractor and government personnel 1nvolved
in the contract. Release in open- source llterature or exhlbltlon of such' :
information is prohibited. . .
=. Recipients of information under this contract may not release information
o subcontractors without permission of the contracting agency.

i. TFinal classification of the information generated under this contract 7is
*he responsibility of the contracting agency. Information generated under this
zontract is subject to the guidlines contained in DoD Regulation 5200.1R, which
implements EO 12356 which became effective 1 August 1982.

2, All copies of final documents generated by the contractor under this con-

Lract will be transmitted to the contractlng agency for dissemination to
authorized recipients.

o

6a. Contract Security Classification Specifications for Subcontrscts issuing from this contract will be approved by the Office named in ltem l6e below, or
by the prime contractor, ws muthorized. This Contrect Security Classificstion Specification and sttechments referenced herein are approved by the User

Agency Contracting Officer or his Representstive named in Jtem )J6b below,

ros

?EOUIRED'DXSTRXBUTIOQ: t. Typed name and title of approving officin)

X prime Contractor (Hiem Ta)
m Cognizent Secwrity Office (Jtem 7¢)

D Administrative Contracting Office (Item l6e) ‘ c. Signatwre
[ Guality Assurance Representstive
D Subcontractor (ltem 8a)

T3] Cognizent Security Office (Tiem 8¢) ' . d. Approving officisl's sctivity sddress and Zip Code
) program/Project Manager (Irem 12b) - DCASMA San Francisco
[CJ u. 5. Activity Responsible for Overseas Security Administration 1250 Bayhill Drive

f San Bruno, CA 94065

ATIITION AL DISTRIBUTION: . Wwme, sddress wnd 210 Code of Admonirtretive Contracting Office
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